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= Who we are

= What we are experienced in - our specialities
= Electronic signature

= Remote identification

= What Al is

= What are the added value and benefits of Al in terms of the
(remote) identification process



Who we are 77 727777

Coming of age in expertise - more than 18 years of experience ©
Consultation, integration, development and PM teams

Member of qualified supplier groups at some customers - expert
project team

End-to-end project delivery from preparation via
implementation till operation



What we are experienced in - our specialities 77727777

= Electronic signature solutions - real digital transformation of documents
Our solution already works for 2 of Hungary's 3 largest banks:

E - 230+ branches, 1650 agents

?4 UniCredit Bank - 50+ branches, 850 agents
and also at our other customers in the neigbouring countries...

= Remote identification and onboarding
Authentic long-term archiving

= Content management

= Process control
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Signing scenarios and their requirements

Branch or shop

e POS device
- Signature monitors or tablets
- Support for terminal services

e Advertising on POS device
- Slideshows and videos

e External sales to user their
own device

- Smartphone or tablet

SIGNificant 4 Direct In-Person Signing

Field (sales / service) Remote (unregistered)

e Integration of o HTMLS5 without installation
- Any device (Smartphone, PC)
- Access simply through link

- mobile Tablets
- Smartphones
o Offline support e Remote advisory and

i onboarding
e Document editing . .
. e Unassisted or assisted

- Forms fields

- Add attachments (ID, DL,
passport, or any photo)

eSignAnyWhere Platform

Namirial Trust Services *

Remote (internal Users)

 Single Sign On

 Sign with your real
signature image

e Bulk signing across
transactions

e Complex signature
orchestration workflows

SIGNificant 4 Remote Signing

* or 31 party



Electronic Signature Types based on the elDAS Definition

Simple Electronic

Signature (SES)

* Scanned signatures and
FAX

¢ Check-box and
declaration

¢ Audio/Video-based
approval

Advanced Electronic
Signature (AES)

* Is uniquely linked to the
signatory;

* Is capable of identifying the
signatory;

* |s created using electronic
signature creation data that
the signatory can, with a
high level of confidence, use
under his sole control;

e |s linked to the data signed
in such a way that any
subsequent change in the
data is detectable.

Q.ualified Electronic
Signature (QES)

* An advanced electronic
signature that is created
by a qualified electronic
signature creation device,
and which is based on a
qualified certificate for
electronic signatures

e Encryption with a secure
signing device (e.g. smart
card or HSM)

« Cannot be denied

=77 727777

© 2021 Contum Kft., All Rights Reserved.

A prezentdcio tartalma a Contum Kft. szellemi tulajdondt képezi, barminemdii felhaszndldsa kizdrélag a Contum Kft. irdsos engedélyével lehetséges.



Namirial eSignAnyWhere 75727777

The eSAW provides both a signature solution and the
seamless usability of qualified certificates

Electronic Trust Service

Signature Provider

Wl

O
o Get Documents Signed.
xyzrnae S@ML es I g n Anywhere. Any time.

AnyWhere



Traditional ways of issuing certificates =75 727777

A business process with traditional certificate issuance flow

o= &~

Preparation of contract,
the start of the signing
process

Agreement
Personal identification,

application for a certificate )
[ B
. V. N . Z“'.' e
Issuing the certificate: g g : Z

~ 3-10 days! Issuin-g the

\_ certificate J

A business process with a remote identification of the customer and a remote
certificate issue

Surfing in the web shop L
Compilation of Remote identification of Automatic issuing of Electronic signing

products the customer certificate

Issuing the certificate:
~ 7-10 minutes if the identification agent is

i |
\ available! )




Remote identification o772 727777

Assisted video identification Agentless auto-identification

is from a mailing list.

Peter Malinko via eSignAnyW... 15:32
To: Gaspar Déra »

Please sign the enclosed

envelope

@ Namirial

The whole process included
Just a short extraction of the identification process plus identification, certificate issuance

certificate issuance and document signing and document signing



Issuing of certificates based on self-identification
supported by Al

77727777

A business process with issuing of remote “disposable” certificate

ol = (&=

Agreement Preparation of contract, -
the start of the signing Remote authentication based Automatic certificate Electronic signature
process on the former AML or self- issuance

identification identification
supported by Al
Issuing the certificate:
between 5 sec and 2 minutes on the spot
during signing process!

\ J




Issuing of certificates based on self-identification
supported by Al in detail

77727777

Customer interaction:

“.,.,,‘4,‘," :;.‘a-
= =
7 %

Taking »IVEIISe Additional

Identifica- detecticil

and taking
selfie

Collecting
consent

fraud
detection

photo of
document

tion
starting

Back-end activities:

= Detect document = Liveness = Id-photo reuse
= Classification of detection detection
document = Facematch
= Extract data of = Fraud
the document detection

= Checking
authenctiity of
document



Why do we need an Al?




A quick test - can you explain why?

72777



Al discovers rules and patterns by itself 77727777




How it works : machine learning VS deep learning =7 Pers/77 "

| = ! [
Machine g | / —" I]Eg
& \&E " L

3

Learning ' )
Input Output

Structured Data Feature Extraction Algorithm

~
~
Learning — N NO
Output
Input Algorithm

Unstructured Data Neural Network



Al for remote identification

Repubiic of Sovernis
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Unified Multi-Purpose ID )i

GIVEN NAME

- ig
MIDDLE NAME
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sex M oareorBiriH 1960/01/28
ADDRESS

28 PAYAPA ST BAGONG DIWA
STO CRISTOBAL CALOOCAN CITY
METRO MANILA

PHILIPPINES 1800
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PASSPORT i CANADA -0
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Date do
birthDate §\’ / :
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Y70101v03)
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GESCHLECHT/  STAATSANGEHOI
SEX
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, NIEDERL@&S@E&@E < 31 10 2029
CE e

| e

PASS(ERSATZ) 874593074 BIS 31 10 2029
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i
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Al for identity and document verification

S U1 A W N =

Classification

Data extraction
Authenticity check
Facematch

Fraud database

Video treatment

77727777



Document classification = Pers /77 .

RREPUBLIQUE FRANCAISE

CARTE NATIONALE D'IDENTITE N°: 012345678987 Nationalité Frangaise
DA~ Nom : DURAND

Prénom(s) : ANTOINE, PAUL

e > CLASSIFIER French Id Card
NEURAL NET model 1994

Taille: 1,80m
Signature ﬁh‘)
du titulaire :

IDFRADURAND<<<<<LLLLLLLLLLLLLLLT5000 Is this a valid identificatior
01234567898 7ANTOINE<<PAUL<<6001027A1 document model?




Document data analysis =77 727777

REERPRUBLI QUE FRANGCAISE

CARTE NATIONALE D’I678987 Nationalité Frangaise
.
Ok Antoine
Prénom(s) : ANTOINE, PAUL Prénom(s) : ANTOINE, PAUL N EU RAL N ET ’

Sexe : M Né(e)le: 01.01.1960 PaUI
a: PARIS ( 75 )

Taille: 1,80m
Signature g&»
du titulaire :

Does the name on the / Compared to hard-coded image

document correspond to the processing techniques, neural
IDFRADURAND<<LLLLLLLLLLLLLLLLLLLT5000 SRR networks are very adaptable :
012345678987ANTOINE<<PAUL<<6001027A1 adding a new identity document

Is the document still valid? model is just one re-training
away !



Document authencity check o7 727777

PRUNB I Q UE FRANGCAISE

CARTE NATIONALE D’IDENTITE N°: 012345678987 Nationalité Francaise
om : DURAND DA
MULTIPLE Initials
ESnom\sh RNROINE ol IDFRADURAND<<<<<L<LLLLLLLLLLLLLLT75000 IVI RZ h t 1 t'
Sexe : M Néfe)le: 01.01.1960 01234567898 7ANTOINE<<PAUL<<6001027A1 NEURAL NET Characteristics
a: PARIS ( 75 )
Taille: 1,80m
Signature &L}
du titulaire :
Does the document present Al algorithm adaptation is very
the required security useful for this kinds of problems
IDFRADURAND<<K<LLLLLLLLLLLLLLLLLLT75000 elements? because each type of document

01234567898 7ANTOINE<<PAUL<<6001027Al1 has its own set of security
Is the document authentic? elements



REPUBLIQUE FRANCAISE
CARTE NATIONALE D’ TITEN®: 012345678987 Nationalité Frangaise -

om : DURAND = -
' = MULTIPLE
Prénom(s) : ANTOINE, PAUL. = A

Sexe:M
a: PARIS
i L

T 14 AVOIDED FRAUD

DOCUMENT FALSIFICATION

IDFRADURAND<<L<LLL
012345678987ANTC




Facematch with liveness detection

n o5 o

ALL PLATFORMS
(WEB RESPONSIVE)

EASY TO USE HIGH LEVEL of

AUTOMATION

BEREPRUNBNIT ' Q UE FRANCAISE

CARTE NATIONALE D'IDENTITE N°: 012345678987
DA~ Nom : DURAND

Nationalité Francaise

ferome

REPUBLIQUE FRANGCAISE
CARTE NATIONALE D’IDENTITE / IDENTITY. CARD

MARTIN

\Ptenoms / Gien names i

Maélys- Gaélle, Marie

t SEXE / Séx_~-NATIONALITE / Nationalty - DATE DE NAISS, / Dale of bt |-
3 FRA 13071990

EU DE NAISSANCE / Place of bith
. PARIS
NOM D'USAGE / Altamate rame

NOM D’USAGE

N DU DOCUMENT 7.Document No. DATEDEXPIR. / Expiy dolo
02203

X4RTBPFW4

Spature 384213

75%

Without human control

=77 727777

Ul FOR MANUAL
FINAL DECISION



Facematch with liveness detection = PerslrP

Face recognition

FACENET ——»  FACE VECTOR

'11“:&! Tl

PN
"

T

Same
DISTANCE ) /

person?

FACENET ~——»  FACE VECTOR

Recent advances in facial recognition deep neural networks trained on 10s of millions
images score better than humans !

human average accuracy is 97 % vs 99+% for state-of-the-art neural networks on standard benchmark
( Large Face in the Wild )




AVOIDED FRAUD
IDENTITY THEFT

T
" MARTIN. -

L0 4 Pranoms / Gien names 225
.Mys-caélle, Marie

SEXE / Six %ATIONAUY,E(MM DATE DE NAISS. / Date o/ bith

13071990

' LIEY DENAISSANCE / Place of bith
ARIS ~ ~

& .. NOM D'USAGE / Alternat
KM B UsAGE

N* DU DOCUMENT 7 Dociment No. DATE DEXPIR. / Expiy doto
2030

X4RTBPFW4 1102

Sipluso 384213 |




Dynamic database fraud 77 72777

Fraud detection : id-photo reuse

Fraudsters reuse the same
identity photo.

Using face recognition
techniques we are able to detect
if a picture has already been
submitted, with a different
identity / document ...




DECLARATIVE FLOW FRAUD DETECTION

bté trouvée

AVOIDED FRAUD
AUTOMATED ATTACKS

Base de fraude P Element trouvé dans la base de fraude

20/03/2019 Dossier client n® 19320 Lignes MRZ

20/03/2019 Dossier client n° 19323



Frame and document detection = Pers /77 .

o Based on SSD ( single shot detector )
o Detect document bounding box

o Trained with ID documents for better accuracy




Frame and document detection o Pers /77

MS COCO Object Detection

60
55 P7 - 1536x1536 —
z_ 122nv122n  3-7x limes faster (and more accurate) (RSt | D7x - 1536
/1‘ —.‘74‘68"#//“ — D7 - 1536
—_1
yolov4dx-mish e ‘Q;ﬂa'SITR:CNM 250 CME::E(:-CNN -®5143 - 1280
o Based on YOLO v.x Scaled so [Yolowdmisn > T ks
yolov4-csp 640x640 /-"/ - "596 - 1024
. olovd-cs 896 _ A7
« Real time, faster, more accurate than o ﬁémiz LA —e— Swin Transformer
. o 5129 g/ @549 - 64 \ 7 ;
previous approach GJ,' . { —e—Scaled-YOLOv4
41
4@ 549s - 640 +— EfficientDet [32]
. . . 40 6 O
« Capable to detect multi objects in one frame o - SpineNet [5]
YOLOv4 [1]
35
= YOLOV3 [27]
- ¢ -PP-YOLO [20]
30
0 20 40 60 80 100 120 140 160

V100 batch 1 latency (ms)



Frame and document detection o Pers /77

e Combined models for detection and
classification in real time




Video enhancement and super resolution =77 727777

Multiple noisy and blurred low resolution images
e ‘ ’ .' ] " ‘_‘_.,: , ./ : , { ‘-4 -

)AA‘
{

No image [aggregation

, . I e i
Classical computer vision Deep aggregation ‘
aggregation with ours Al

y
S
Y=

Classical computer | Our Al based
vision approach | approche

Enhanced high resolution image

Scaled image

Original image




Video manipulation detection (liveness detection and
deepfake detection)

~



So why do we need Al? Vo= e




Peter Malinko
managing director, Contum Ltd

peter.malinko@contum.hu
https://www.linkedin.com/in/petermalinko/
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